Trustforce is a leading information security and privacy protection company. Our core activities are
projects, secondment and education.

By combining the knowledge and experience of our specialists with a drive for knowledge and
implementation of solutions, we provide added value in solving complex cyber security and privacy
issues. Our assignments and projects take place with the top 200 companies and government
organizations, mainly in the Netherlands.

Due to the increasing demand from our customers, we are looking for new colleagues.

Cyber Security Consultant s

SUMMARY

The cyber security consultant operates in the broad domain of information security. The cyber
security consultant is a specialist in areas such as risk and business impact analyses, project manage-
ment, security awareness, education and implementation of related policies and procedures. The
cyber security consultant mainly focuses on the organizational aspects of information security. The
security consultant is a specialist regarding implementations of the governmental Baseline
Information Security (BIO), ISO 2700x, NEN7510, and Information Security Management in general.

OUR OFFER
¢ Pleasant working atmosphere;
e Colleagues with a high level of expertise;
e State of the Art in Cyber Security;
e Varied work at leading organizations in the Netherlands (and occasionally abroad);
e Excellent primary and secondary employment conditions.

JOB DESCRIPTION
e Advising management about information security issues;
¢ Translate strategic information security policies into tactical and operational concrete
measures;
e Supervision of security projects;
¢ Development of strategic information security policies;
e Performing risk analyses;
¢ Implementation of the Information Security Management System (ISMS);
e Analyzing security issues and writing security procedures;
¢ Implementation of security measures and procedures;
¢ The evaluation of security measures in terms of design, use and performance;
e Setting up and providing awareness programs and sessions;
¢ Functioning as a source of information for employees and clients;
e Reporting and presentation on the directly aforementioned activities.

KNOWLEDGE AND EXPERIENCE REQUIREMENTS
¢ University degree or higher professional education degree;
e Preferably at least 5 years of demonstrable consultancy experience in Information Security;
e Preferably at least 5 years of demonstrable experience in larger public or private
organizations;
e Having one or more certifications such as CISSP, CISM, CISA, CRISC, CEH, OSCP, SSCP;
e Possession of certificates such as CIPP/E or CIPM is a plus



PERSONAL CHARACTERISTICS
e Good communication skills in Dutch and English (speaking and writing)
e Stress resistant;
e Flexible;
e Able to work independently and in a team;

Screening can be part of our selection process or the selection process of our customers.



